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the nature at the ESDi JDEMP, and SgEMP anvlrdnraems artd the EMI coheern 
la diaaussed-aa foilo\va. 

2. \ a)MPAttl!§<)S OF TUB ESI). DBMP. AM) SIJEMI^ BSVIttONMENT AND 

SPACECRAFt i^ERPORM ANCE CONCERNS 

2J ESD (Eleclmstatie DUi^hai^e) 

Electrostatic charging ot synchronous spacecraft results from a natural 
radlatlbn bf Charged particles collecting bn the Spacecraft surfaces. Electrbstatlc 
discharge occurs ^hen the differential Charging of the Spacecraft surface materials 
exceed their dielectric breakdown Strength. The resulting system affects of the 
discharge are electromagnetic interferences such as circuit upset and burnout. 

ESD occurs in a five-step process. Firsts a magnetic substorm results in an 
injection of charged particles^ ions and electrons* into the dusk-to-dawa Sectors 
of local time and roughly from 4 to 8 earth radii. MagnetoSpheriC effects Cause 
preferential eastwar4-drift Of electrons into the midnight-to-dawn quadrant while 
ions drift Westward. Appreciable electrons hive been observed (ATS-5) at 
5-30 keV_ 

The second step is the encounter of the spacecraft surfaces with the hot* nega- 
tive plasma. If a surface IS Self shadowed or in eClipSe* it will Charge to appro^^i- 
mately a potential equivalent to the most probable energy of the electron energy 
distribution* less a potential drop corresponding to secondary electron emission 
from the Surface. If the surface is in sunlight, photoelectric emission will prevent 
it from charging to a negative potential and in fact the surface may go a few volts 
positive. It is apparent that different surfaces* due to different exposure to 
Sunlight (and hence photoelectric discharge) and different secondary electron 
emission and photoemissive properties* will charge to different po ten tie IS.. Thus 
step 2 results in differential voltages of several thousand volts appea^Mng at differ- 
ent sites on the spacecraft's eatposed surfaces. 

The third Step is electrostatic discharge Whenever the differential potential 
exceeds the dielectric breakdown of the material. 

The fourth Step is the electric or magnetic field coupling from the discharge 
arc into spacecraft harnesses or the irradiation Of antenna assenlblies 
associated with the arc (See figure 1). 

The fifth step is the iiiduCtioh of a transient pulse into the circuit with stiffi- 
cient magnitude tb activate the Circuit or burnout some of its compbhents* or 
cornmunicatiOn and telemetry interference. 

Other possible effects than circuit upset or bUrnout is direct damage to 
thermal control surfaces resulting from the arc* discharge, and contain Inatiofi to 
surfaces. 
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Figure 1. Arcing Induced Satellite Enviroiiriient EHie to S/C Charging 


2.2— BtMP (Disperg \ Eleeiromagitclic Ealsr) 

A nuclear weapon detohated iri or near the atmosphere generates a copiOuS 
stream of Compton-elfectrOns. Part 6f the latter cbiiStituteS a tirtie-ehangihg. 
nonradial current which In turn produces propagating electromagnetic fields. At 
the spacecraft, the latter have propagated through the ionosphere Which acts as a 
high-pass filter and thus only freqUefiCies above a certain cutoff are observed. 

Also, frequencies that do propagate tO the spacecraft are dispersed and arrive_at 
different tittieS. Itapingement of the DEMP on the spacecraft structure and 
antennas induces Structural currents which in turn couple electromagnetic fields 
into harnesses and communications receiver front ends. This results in EMI and 
REI Similar to Spacecraft arcing (ESD). (See Figure 2). 

2.3 S(;EMP (Syslcm Ueheraied Kleclr&mupieiic Pulse) 

SGEMP, strictly speaking, is not an external environment but rather a second- 
ary environment produced primarily by the interaction of x-rays with the surfaces 
and harnesses of the Spacecraft. SQEMP can be classified aS (1) direct artd 
(2) Indirect. The direct refers to coupling of X-rays directly into cables and 
electronic components. The indirect SdEMP is generated by a two-step process 
in which first x-rays impinge on surface materials and release secondary electrons 
through Compton and photoelectric processes, the Secondary electrons constitute 
an accelerated charge artd hence generate propagating electric and magnetic fields. 
The latter coupie into cables artd circuits according to the particular coupling 
coefficients that apply to the wavelength of the fields and the geometry of the cables 
and circuits. Again, transient upset and burnout of the electronics result (See 
Figure 3). 
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Figure 2, . DEMP Indueed Satellite Environment (Dispersed ElectrOiridgnetie Pulse) 



f'igUre 3. SG£:Mi^ ifldUced Satellite £:nVironment (Systefti Generated EMP) 




:1. \ (;OMl'\RiS(lS or KSO. IIKMI*. \M» SKMP Kl.rrrROMXHNKTH. 
sn;S\i. a4\il\n‘KiOsTi(;s 

Figure 4 illustrates the commenallty of the eieetromagrietic signal character- 
istics ih both the time and frequency doth aids. * From Figure 4 it can be seen that 
the fast rise ih all three cases produces significant energy ih the frequency 
spectrum out to ~100 MHz and then rolls Off at 40 dB/ decade. The Similarity ih 
the Spectrum makes it possible and desirable to find a common design technique 
Vvhich addresses all three phenomena at one time. The common design technique 
proposed is to design the spacecraft structure Such that it encloses the electronics 
and harnessing in the form of a Faraday cage. Figure 5 illustrates the classical 
presentation of how the Faraday cage works aS an EMI Shield. Figure 6 illustrates 
the comparison between the theoretical shielding effectiveness of an ideal Faraday 
cage and also what iS achievable In practice. Shielding effectiveness in an actual 
spacecraft is limited by physical constrxiCtion of the structure which necessitates 
bonding, riveting, and bolting of structural subassemblies, thus producing metal- 
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Figure 4» Environment Electromagnetic Signal Characteristics 


♦The signal characteristics of the photon flux and DfiiWt* and the response levels 
of the satellite cables and structure have been obtained Or derived from the 1974, 
1975 and 1976 IEeE AHnUal Conference Transactions on Nuclear and Space Radi- 
ation Effects. 
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SHIELDING EFFECTIVENESS K6B) 
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^ NO ELECTRIC FIELD 

WITHIN Sphere 
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ON THE EXTERIOR CANCELS 
THE INDUCED INTERIOR 
FIELDS 

* AT HIGHER FREQUENCIES 
SKIN EFFECT MECHANISMS 
TAKE PLACE 


At LOW FREQUENCIES, THE 
CURRENT IS ALMOST 9b° OUT 
OF PHASE WITH THE APPLIED 
FIELD 

AT HIGHER FREQUENCIES 
CURRENT BECOMES IN PHASE 
aND CANCELLATION INCREASES 

Shielding effectiveness 


Figure 5. FaradSy Cage Shielding Effects 



ELECTRIC AND MAGNETIC SHIELDING BEHAVIOR OF A SOLID SHELL ENCLOSURE 


Fi^Te 6. Feu^aday Cage Shielding Effectiveness 



td«metal seams allewihg eleotromagnetle leakage. Rivet spacing, number of 
harness penetyatiohs, access parts, etc. , all infiuetice the levels of shielding 
effectiveness, f’ortunately. In terms of spacecraft weight cOhsider'atiofts, the use 
of metal foils conductively bonded between structural elements makes nearly as an 
effective shielding as does a solid sheet metal enclosure. The actual magnetic 
shielding effectiveness of a bolted enclosure (1-1/2 in. bolt spacing) is shown In 
Figure 6. A 30 to 50 dB magnetic Shielding effectiveness is achievable. 


4. COUUARISON OK KMI LtiF.LS FOR SHIELDED wail^SlHELDED C \SES 

Figures 7-9 illustrate in prbiclple how the Faraday shielding attenuates the 
interferrlng signal characteristics of Figure 4. It can be seen from the last items 
in Figures 7 and 8 that the resultant magnitude of the interferrlng signal both in 
the ESD and DEMP cases iS reduced below circuit component bumout damage 
levels. The magnitude of the attenuated signal may, however, still be sufficient 
to cause, interference (-0. 5 volts). With particularly sensitive digital logic cir- 
cuits or mission critical functions pulse width discrimination Should also be con- 
Slder^d-as a candidate for inclusion in the EMC design. 
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CASE A unshielded CONFIGURATION 


• FOR: 1 SO. FT. KAPTON THeRmAL BLANKET; 

0.1 JOULE, lOKV, 40ns DISCHARGE; 

1/3 OF energy CONDUCTED TO STRUCTURE 
THE ARC current IS; 


• 2S0 AMPERES 


• FOR; 1 mETER unshielded IAWG 20WIRE 1-3/4 INCHES 
ABOVE structure 

THE structural current INDUCED VOLTAGE INTO THE WIRE IS; 

V„ • 6TO VOLTS 
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CASE B SHIELDED COHFiCURATiON 


• |F THE FARAOAY cage SHIELDING EFFECTIVENESS IS > 40 dB, 
the resultant structural current is equivalent TO; 


llj 2. 5 AMPERES 


INSIDE THE CAGE 


• IF IN ADDITION, THE WIRE HARNESS IS SHIELDED WITH A 
shielding factor of 40 dB, THE RESULTANT CABLE 

interference from the arc IS: 


|V,,^ • gORVOLTS I 


F'lgUre i. Shielding tot EiectrOstatic Discharge 
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CASt A 

OPEN S/C 
STRUCTURt 

^DEMP 


•-->^UNSH!E10E0 
^ ^HARNESS 

\ ' 


c ase a unshielded CONFIGUftATIO'Hl 

• FOR: 1000 V/M(ASSU/VIEDI& A iOMEIFR STRUCTURE 

IMPEDANCE @1/2 x • 640 

THE DEMP FIELD COUPLED CURRENT INTO THE STRUCTURE IS: 

T7 ■ 156 AMPERES PEAK j 

• FOR: 1 METER UNSHIELDED #AWG 2D WIRE 

1-3/4 INCHES ABOVE STRUCTURE 

THE structural CURRENT INDUCED VOLTAGE INTO THE WIRE IS: 
I ■ 4300 VOLTS I 


CASEJ 

FARADAY 

STRUCTURE 



CASE B SHIELDED CONFIGURATION 

• IF the FARADAY CAGE SHIELDING EFFECTIVENESS IS ?40dB, 

THE Resultant structural current4s equivalent to: 

I L • 1.56 AMPERES I 
Li I 

• IF IN addition, thewireharness is shielded with a 
shielding factor OE »40 dB. THE RESULTANT CABLE 
INTERFERENCE FROM DEMP IS: 


V^ ■ 043 VOLT'S [ 


Shielding for DEMP 


Figure 9 (the SGEMP shielding case) is a more complex case in that the 
interferring cable currents are obtained by three different modes: 

(1) C^oupling to the cable from structural replacement currents. 

(2) Coiqiling to the Cable by cavity fields. 

(3) Direct current injection by x-ray impingement. 

Harness and Faraday cage Shielding are both effective at suppressing EMl from 
the Structural replacement currents (1(^2^- Harness shielding, only, is effective 
at suppressing cavity field induced currents (Iqj)* Neither harness Shielding or 
Faraday cage shielding are effective Suppressing EMI from direct cable x-ray 
current injection 

In this latter case, cable current injection must be minimised through the use 
of low atomic number materials, dielectric shielding, bundling of cable wires. 

The EMI protection for this particular problem must be addressed by using 
c.rcuit terminating devices which will limit the Inrush current below burnout 
levels or voltage clamp the input below damage or upset levels. 
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tASt A 

OPtN S/C HARNESS 



CASE A UNSHIEl DfO CASE 

• 4F PEAK FIEED INTENSITY FROM SCEMP IS I TO SO 

amperes/mEter peak structural current for a 
ZMETER structure 1$: 

n, • 2 TO 100 AMPERES PEAK 

L-L.1 — -J 

t IF CAPACITA.JCE OF WIRE 1-3/4 INCHES OFF OF 
structure - 2 X lO'll F/M ANO PUESE RISE TIME 
OFSDKV/MFIELD - iSns, THEN THE INDUCED CURRENT 
INTO WE WIRE FROM CAVITY FIELDS iS; 

. I^j • 60 AMPS PEAK j 

• IF WE structural repwcemENt Current is 
100 ampeRes/meter and The meter cable is 
2 inches AWAY 


1 1^2 ■ 0.60AMPERES/METERJ 

t lE WE CABLE TEST DATA PRESENTED AT WE 1976 
IEEE nuclear & SPACE RADIATION CONEeRENCE BY 
CLEMENT, WULLER & CHIVINGTON IS SCALED UP 
TO LEVELS BELOW WHERE WERMAL MECHANICAL SHOCK 
BECOMES W£ OVERRIDING CONSIDERATION. WEN WE 
INJECTION cable CURRENT IS: 

I l^j • 1.4.AMPERES/METER j 
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C ASE B SHIELDED CONFIGURATION 

• CABLE CURRENT DUE TO CAVITY FIELDS 

“ - 4Ddfe cable SHIELDING EFFECTIVENESS 

I l^j = 0.60 AMPERES PEAK] 

• cable current due TO structural replacement 

CURRENT AFTER SHIELDING “ 

1 , - 40dB * 4t)dB 

c2 

tUN SHIELDED) (FARADAY SHIELDI CA BLE SHIELD 
" 0.46X IO'^AMPERES/mETER 


t CABLE CURRENT DUE TO CABLE INJECTION (AFTER 
SHIELDING & INCLUDING DILLECTRIC LININGI 


Ijj ■ 1.4 AMPERES/METER 


figure 9. ShieldlAg tot SGEMP 
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The spacecraft diecharge phenomenon can be controlled by feductng the differ- 
ential potential buildup between various outei* surface thermal blankets and coatings 
and the metallic Spacecraft structure. This goal iS achievable through the use of 
conductive paints and thermal blanket materials such aS astroljuartz cloth which 
has low surface resistance when bombarded by electrons. 

In addition, possible discharges between the various inner metallic layer's of 
thermal blanket materials and the resulting degradation of the thermal properties 
of the blanket can be eliminated by connecting all blanket metallic layers and 
grounding the composite blanket to the metallic structure. All Structural members 
can also be electrically Interconnected to share a common ground potential for 
prevention of differentia) structural voltages. All apertures such as the earth 
coverage antennas can be covered with dielectric/thermal materials (astroquartz 
cloth) which exhibit high levels of Surface and throughput leakage, thereby prevent- 
ing large charge buildup. In those cases where discharges may not be eliminated, 
such as on the glass sections Of the SOlar arrays, then the llne-of-Sight to com- 
munications antennas Should be eliminated to prevent RFI. Table 1 lists spacecraft 
design guidelines for preventing arcing. 

3.2 OEMl* and SliKMP EMi Reductioil Techniques 

Princ^jal areas of concern from nuclear effects are system transient upsets 
and permanent degradation Of parts and materials. Prevention of damage to piece 
parts and materials Is accomplished through hardened circuit design, nuclear, and 
electromagnetic shielding, and the use of hard materials. All materials. Including 
critical external thermal control materials, must be carefully selected to prevent 
any Significant x-ray Induced thermal-mechanical effects and to adequately with- 
stand the natural radiation environments. 

The system transient upset and recovery requirements are met by functionally 
configuring each subsystem to mlnlmlae the impact at the component and circuit 
level. TTie system Is allowed to respond as much as possible without causing un- 
desirable system effects and to functionally recover within the desired time period. 
This IS achieved by ensuring fast circuit recovery through proper piece-part 
selection and circuit design, preventing the generation and execution of false com- 
mands, logic Upset, and the use of hardened data storage where required. 

Table 2 Itemizes design controls for minimizing EMl from SGfeMP and DEMP. 


Table 1. Spacecraft Design Cuidellnes for Pi’eventing Afcing 


. Thd graphite epoxy used for sthietural mdmbers is textured to be 
dOBduettve ahd presents nnilrtimurt dl&cOntlnuity in structural ground 
connections. 

. All CpOjq^ and other nonmetalllc structural bonding adhesives are 
conductive and present minimum discontinuity In structural ground. 

Solar array panels are grounded to each other with grounding Jumpers. 

Solar array panels are grounded to the spacecraft Structure through 
special slip rings, providing a one milliohm path. 

All antennas and support structures are grounded to the mnih structure. 

All electrical Components and subsystems are grounded. 

Spacecraft Aermal blaidtet materials and coatings have been selected 

which have high surface leakage and bulk leakage. 

All external cable harnesses are shielded ahd the shield is Connected 
to Structural ground at both ends. 

All apertures, including RF antenna apertures, are covered with high 
surface leakage sUiCa elbth CohipoSltes. 

All waveguide elements are electrically connected with spot weld 
connections and groUhded-to the main frame. 

The Si^port members of all antennas will be connected to the spacecraft 
structure with conductive epojq? such that each 8uphart..joint represents 
approximately a one ohm connection to structure. 

All deposited thin film conductors (In Uiermal blankets or otherwise) 
shall tove a ground strap of Sufficient area to carry the transient 
current loads expected (a 2 Joule rating is self-applied). 

Electrical resistance from any point on vacuum-deposited conductive 
films (In thermal blankets or otherwise) to spacecraft Structural ground 
Shall not exceed lo ohms. 

Electrical resistance from any point on a thermally isolated substructure 
to spacecraft structural ground with required grounds in place Shall not 
exceed .01 ohms. 

There shall be at least one grounding point on each electrically 
continuoiis substructure. 











Table 1. gpaeedraft Deslgri Guidelines for PtcvOniitig Arcing (Cont*d) 


16. The electrical resistance Of each ground strap bond between the strap 
bond and the structure shall not exceed .03 ohms. 

17. Thermal blanket conducting straps to ground shall bo cloclrlcally 
equivalent to a copper conductor of Wire of AWG #22. 

18. Each structural ground strap shall be electrically equivalent to a 
copper conductor Of Wire of AWG #14. 

19. Iledundant logic is employed in cOmmlnd and other sensitive logic and 
receiver circuitry. 

20. The solar array consists of a honeycomb aluminum base structure with 
the following layers of materials: coverglass. solar cells* and mica-ply 
substrate and graphite epoxy. All lateral strips or rows of cells arc 
bonded together a ground wire at eaCh-end of the solar panel, such 
that the resistance between any twO rows of Cells does not exceed 

5 milliohms. 

21. The solar Cell ntrlng iS electrically connected to spacecraft structural 
ground at the shUht regulator and Via natural capacitive paths. 

22. All outer solar panels are connected to the inner sOlar panels by 
group'd wires. 

23. Thermal windows on north panel (N.T.) and south panel (S.P.) are 
covered with second surface mirrors consisting cf oSit glass with 
silver coating on one side. The OSR glaps is attached to the panel 
surfaces with conductive epoxy. 

24. Component enclosures and chassis are designed to prcvldc an RF 
attenuation of SO dB to radiated fields produced by ESD. 

25. All internal and external cables arc shielded on a Cable bundle basis. 

26. cable Shields will be multipoint grow led to the spueecraft structure 
by low impedance conhections. 

27. Mounting hardware used to bolt or fasten components to the spacecraft 
structure stiall also Serve as ground bonding paths. 

28. NonConductlve finishes such as anodized surfaces or painted surfaces 
Will not be used oil any of the grouhding Interfaces. 



Tdble 2. Design Centrele for Minimizing EMI from SdEMP & DEMP 


dESlON IMPLEMENTATIOf} 


SVStEm response 

System Level 



1. All electronies In EaradUy Cage 
'40 dB attenuation 

1. 

Reduces external Sgemp/Demp 
field coupling to internal harness 

2, Controlled dtructuro and 
peaetmioh Uttpcdancod 
^10 tnilliohmO 

2. 

Controls Skin current and the 
plaeement current flow minimizes 
interns; 1 coupling 

3. LOW Z surface materials 

5, 

Minimizes secondary electron 
emission, reduces external fields 
and structural replacement 
currents 

Subsystem Level 



1. mternal cavities coated to 
control secondary emission 

1. 

Minimizes lEMP fields and 
replacement currents 

2. Optimum grounding jingle and 
MUlt^int) 

2. 

Reduces replacement current 
coupling effects 

3. Harness ahd box HF shielded to 
>40 dB 

3. 

Reduces cavity field coupling 
effects 

4. Hameos dOsign for minimum 
direct X-ray response 



a. Multicbnductor bundle cables 
instead of flexible coax 

4. 

a. Minimizes Weight and SGEMP 
response 

b*. .Aluminum Rt' shield plus 
inside dielectric liner over 
cable bundles 


b. Reduced direct X-rUy response 

c. Controlled cable routing to 
avoid replacement current 
funnel points 


c. Minimizes replacement current 
coupling 

d* Multipoint shield grounds 


d. Minimizes current coupling 
transient response 

Box Level 



1. All interface and buried circuits 
protected with terminal protection 
circuits as required 

1. 

Prevents circuit bumout 

2. Circuits designed for maximum 
practical burnout threshold 

2. 

Minimizes need for terminal pro 
protection 

3. 411 boxes ilF tight to > 40 dB 

3. 

Minimizes cavity f.eld coupling response 
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6. CUNCMlSiOSs 
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EMi fJ:*om ESD» DEMP» afid SGEMP has simllal:* tlfhe aftd fro^uency domain 
elgftal characteristics. Thus, a common design approach to prevent EMi can be 
Implemented through the use of a spacecraft structure configured as U Paraday 
cage shield* Harness shielding, integral structural grounding, and materials 
control are also common design features for the minimization of the ESD, DEMP, 
and SGEMP interference. Figure 10 and Table 3 Illustrate the integrated design 
approach. 


IMPCOANCC THROUGH 
STRUCTURE AND ACROSS 
JOINTS MAINTAINED AT 
lEss than 10 MILLIOHMS 


• SAD HOUSING RE TIGHT- 
MECHANICAL EINGERS 
OUTPUT EILTERInG 


All penetrations 

MAVLGUIOE. solid 

coax or EILTERED 


NORTH AND SOUTH 
PANELS. EAST AKO 
WEST BAYS RE TIGHT 
ENCLOSuNeS. 40 d3 


INTERNAL CABLING SHIELDED 
TO > «0 OB, ROUTING CONTROLLED 
AVOIDS FUNNEL POINTS 


CIRCUIT terminal 
PROTECTIOH WERE REG 






External harnesses' 
shielded 
SOLAR aAITAY transients 
controlled with terminal 

PROTECTIOH (OlOOE CLAMP. 

FILTERING) 

IMPEDANCE AND EXTERNAL SURFACE MATERIALS 
controlled FOR SPACECRI^T CHARGING EFFECTS 



north 

SHAFT OROtO 


mag. 


i;lL" BOLTS OS J' CFSTLRs 
lap width I. I‘4” 


POWER INPUTS TRANSIENT 
PROTECTED 


CONTINUOUS STRUCTURE BETWEEN 
Nft^ panels via EftW BOXES 


Electron c panels far4d at cage 


• ALL CRITICAL EXTERNAL AND INTERNAL SURFACES 
ARE controlled (COATED. PAiNTED. ETC.) TO 
MINIMIZE secondary ELECTRON EMISSION 


Figure iO. SttHicfural and Materials Implementation Common Design 
Approach to SGEMP, D£MP, and ESD Survivability 
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Table 3. Integrated Survivability/ EMC/^acecraft Charging Design Approach 




